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1 Abstract

We aim to combine software verification techniques to achieve static power analysis for interrupt-driven
and multi-threaded programs, which are used in many networked embedded systems. The goal is achieved
by 1) control flow analysis, 2) instruction-level power estimation/emulation, 3) thread-context model, and

4) counter-example guided refinement.

2 Introduction

One essential requirement for sensor networks is the reliability of applications since sensors are planned to
deploy into the area once and unattended for a period of time without maintenance. An interesting focus
is the lifetime of the sensor network. In some sense, the lifetime for a hardware configuration reflects the
period from the beginning till it out of charge. Hence, how to achieve precise power analysis attracts
more and more research attention. Previous researchers focus on simulation/emulation, in which they
calculate the power consumption of their implementation along some specified execution.

Since concurrent interactions between components may make the behavior of applications hard to
predict, it appears to be attractive to adopt formal verification to support power analysis.

The hurdle relies on handling the interaction between concurrent tasks and hardware interrupt, which
raise exponential behaviors of the system and makes dynamic methods, e.g., testing/simulation [17,23],
run out of ability. While symbolic model checking shows some promise, previous works focused on explicit
problems of programming languages, such as data race checking [14], and none of them address the power
analysis, an emerging requirement for sensor networks.

To address this issue, we aim to extend symbolic model checking to power analysis of multi-threaded
programs, such that most networked embedded systems, e.g., nesC/tinyOS and SOS applications, can be
analyzed with guarantee.

The extension is achieved by combining the following techniques: 1)control flow analysis [19] 2)
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instruction-level power estimation [23]/emulation [17], 3) thread module abstraction [11,13] and 4)counter-

example guided refinement [12,14].

3 Power Model

Before proceeding power analysis, the first step is constructing the basic power information as a start
point to analyze complex behavior. One idea is dividing the program into basic units such that the power
consumption of each unit can be predicted precisely with existed simulation/emulation tools.

To achieve this, we induce Control Flow Graph(CFG). We serve a CFG as a representation of a program
where contiguous regions of code without branches, known as basic blocks, are represented as nodes in a
graph and edges between nodes indicate the possible flow of the program.

First we focus on C programs. The C Intermediate Language(CIL) is a high level representation along
with a set of tools that make it easy to analyze and manipulate C programs, and emit them in a form
that resembles the original source code. CIL has three basic concepts: expressions, instructions, and
statements. Expressions represent functional computation, without side-effects or control flow. Instruc-
tions express side effects, including function calls, but have no local control flow. Statements capture
local control flow. The program structure is captured by a recursive structure of statements, with every
statement annotated with successor and predecessor control-flow information. Given a basic block, we
need to estimate its power assumption. The precise power analysis is based on the execution of real codes
in an simulator/emulator, e.g., Avrora [24] and Atmeu [20]. Landsiedel et al. extended AEON [17]to
break the CPU consumption down to individual routines and blocks of the source code. 2) Rather than
emulation, ShynayderciteSHCAWO04 map each basic block to the appropriate number of CPU instruc-
tions as executed by the Atmegal28L on the Mica2 by compiling the TinyOS application C codes to a
Mica2 binary and using a disassembler(avr-objdump) to determine the set of AVR instructions for each
source code line. In general, their tool, PowerTOSSIM, is faster than emulation-based tool but sacrifices
accuracy in some cases.

On the other hand, we may look at machine codes directly, i.e., construct the CFG of machine codes,
and hence prevent mapping languages. Avrora [24] includes a tool to generate a control flow graph for
AVR programs, which emits the structure and organization of machine code programs to dot files [6].
Some utilities are also implemented, e.g., collapse and group procedures, and may be used to do abstrac-
tion. Since Avrora stands on a cycle-accurate instruction-level simulator and can further analyze energy

consumption, we may equip the output CFG with energy information.

4 Abstract-Check-Refine Paradigm

We aim to achieve precise power analysis by extending traditional simulation method to verification, such
that we are able to consider all cases rather than look at specified ones.
The main issues are a) what is a model for the program that simultaneously 1) abstract enough to

permit efficient checking and 2) precise enough to preclude false positives as well as yield real traces, and



b)how can we derive such model automatically. We follow abstract-check-refine paradigm [14]. We start
at some coarse abstraction which overapproximates system behaviors, and iteratively check and refine

the model according to infeasible counter examples.

5 Single Thread Analysis

We first consider one thread case. In the following we propose two methods to analyze single thread

program power consumption.

5.1 Control Flow Graph

We focus on the thread itself behavior, and ignore the environment interaction and system interrupt. This
is the most coarse model but can be done efficiently. (I think the time complexity may be polynomial to

the number of branch points)

5.1.1 Coarse Abstraction

The power analysis is achieved by 1) according to the C code, generating Control Flow Graph(CFG) of
basic blocks(no branching) (Using C Intermediate Language, a toolkit can build high-level representation
of the structure of the C programs) 2) for each basic block, estimating the power consumption by emulat-
ing its corresponding instructions with Atmeu [20]. 3) reducing the CFG to a directed graph G = (V, E),
where each v € V' is a branching point and e € E e = (v,¢,v'), v,v’ € V, and c is the cost reflecting the
power consumption to complete the calculations between branch points v to v’.

Then finding the min/maximum power consumption to finish a task could be reduced to finding the
shortest/longest path form s to ¢ in G, where s and t stand on the points the task initialized and finished
respectively. Without loss of generality, s and ¢ could be a set of states.

Note that in this abstraction, we do not trace the values of variables and discard all branching condi-

tions of programs. As a result, we over approximate system behaviors.

5.1.2 Check-Refine Paradigm

Since we overapproximate system behaviors, the path we found might be infeasible in real programs.
For example, we may allow a path jumping into infinite loops with arbitrary high costs. To address this
problem, we adopt the counterexample guided refinement. [12]. We simulate the path in real programs, if
it’s feasible, we are done and may get the precise power consumption along the path. If it’s not, we refine

G to avoid finding this path (e.g., change the cost of infeasible edge to c0/0), and repeat the algorithm.

5.2 Control Flow Automata

While the control flow analysis is efficient, it might be imprecise, e.g., it ignores the environment. Though
the defect could be covered by adopting check-refine paradigm, it may lead inefficient computation. We
use discrete finite automata with synchronizers to simulate the interactions between environment in this

section.



5.2.1 Coarse Abstraction

We generate Control Flow Automata(CFA) A = (@, X, S,Qo,9) from the CFG G = (V, E), where Q
is the set of states, X is a set of discrete variables, S is a set of sychronizers, @)y is the initial states,
— is the transition relation. For each e = (v,c,v’) € E, we generate an edge (v,a,v’), denoted as
v —% v’ ;where a is the action engr := engr + c. To simulate environment, e.g., system interrupt, we also
induce extra discrete automata to randomly and periodically generate different events by sending/receving
synchronizers. Initially, X only contains an auxiliary variable engr to record the power consumption
during computation.

Since we ignore values of variables in original programs, we keep on overapproximating system behav-
iors. If the program is safe, then we are done. O.w., a counterexample is generated.

Again we have to simulate the path in real programs. If it is feasible, we find a witness that the system
does not have sufficient resource to finish the task. If it is not feasible, we adopt lazy abstraction [12] to

refine the model.

5.2.2 Check-Refine Paradigm

The CFA could be more precise with predicate abstraction, in which we serve the branch-point conditions
as predicates and trace how its value changes. Instead of tracing the exact values of variables, we trace
values of Boolean formulae over a finite set of predicates P over the variables. Each p € P is a boolean
variable standing for the value of branch point condition. At each iteration, according to the infeasible
path, we expand X to X |JP, where P is the set of predicates of branch conditions which make the path
infeasible.

Here comes the problem. Since we choose power analysis to prevent tracing arithmetic operations,
adding predicates to refine models weakens the advantage and might increase the complexity dramatically.
When I look at the whole C program of some nesC applications, I am worried if we can handle its
complexity.

One way to reduce the complexity is preventing jumping into standard routines. In other words, we
can use the depth of unwinding routines as the abstract parameter. However, we still unavoidably need
to trace predicates to exclude infeasible paths.

Another way is discovering predicates efficiently. Henzinger et al. [13] used Craig interpolation [4] to
construct, from a given error trace, the facts which need to be known at the cut-point of the trace in order
to prove infeasibility. They have extended BLAST with predicates discovered by Craig interpolation, and
applied it to C programs with more than 130,000 lines of code.

We also propose another abstract-refine way in discussion section.



6 Multi-threaded Analysis
6.1 Informal Semantics

We informally describe the semantics of our multi-thread system. For simplicity, assume all threads
running the same program. A thread is designed to run to complete, but may be preempted due to
system interrupts. When a thread is in some atomic state, it will not be preempted till it leaves to states
not atomic. During the computation, a thread may invoke new threads. Hence, there may be an arbitrary

number of threads.

6.2 Thread Module Reasoning

Here we sketch the idea of thread module reasoning. the formal model could be found in [?]. Consider a
2-threaded program II = (Q, Qo, T1, T2, E). The program II is safe if there is no (7 ||/Tz)-trace that ends

in an error state.
e The program II is safe iff R(T1||Tx)NE =0
e The program II is safe in a strongly thread module way iff R(Ty||c[T2]) N R(Te||c[Th]) N E = 0.

e The program II is safe in a thread module way iff there are enviromental assumptions G; and Go

such that Gl 2 pl[Tl,GQ],GQ 2 pQ[TQ,Gﬂ,R(TlHGg) n R(T2HG1) NE = @

If a program is safe in a thread-module way, then it can be proved without considering the product
transition relation T7||T5; it suffices to reason about thread 1 together with an environment assumption
about thread 2 that concerns only the shared state nd vice versa.

The main idea of thread modularity is that the state space of one thread is explored at a time, mak-
ing assumption about how the environment can interfere. Henzinger et al. [?] extend thread modular
reasoning to abstract multi-threaded programs. The system contains a main thread(system) and a con-
text(environment) which is an abstraction of all the other threads. Then they verify that 1) this composed
system is safe(”assume”) and 2) the context is a sound abstraction (”guarantee”). We adopt their model

to analyze multi-threaded programs.

6.3 Coarse Abstraction

A multi-threaded program is a set of threads where each thread is represented by a CFA. Instead of
tracking the control location of each thread separately, Henzinger et al. proposed the context automata
in which they count the number of threads at each control location.

For our power analysis, the main thread can be constructed as a CFA in a similar way as in previous
section. (Note that If we do not consider branch conditions, then there is no interaction between other
threads)

The context thread could be constructed from the main thread by 1) discarding power information,
2) considering only predicates involved global variables (overapproximation), and 3) optimizing the au-

tomata, e.g., remove null transitions and unreachable states.



6.4 Check-Refine Paradigm

Again, we iteratively add predicates to refine the main thread and derive the context from the refined

main automata.

6.5 Correctness

We here need to prove our abstraction follows the assume -guarantee reasoning. Then the correctness

follows [13].

7 Implementation

Basically I am thinking using Avrora [24] to construct the power model, and then modify modern model

checkers, e.g., Red or BLAST, to take the rest.

8 Application
8.1 Verify energy-aware algorithms

In a sensor network, the data being sensed must be transmitted to base station so that the end-user can
access the data. To conserve power, the data is usually being relayed multiple times towards destination.
Coleri and Ergen [5] performed the power analysis of one node as a function of the distance from the base
station. They first estimated energy consumptions of the instruction set in tinyOS, and then modelled
each component as a Linear Hybrid Automaton (LHA), such that each component records its power
consumption during the computation. The distance is served as a parameter of LHA to adjust the
marginal rate of cost. The assumption behind Coleri’s model is that the nodes closer to the base station
will relay more packets compared to the far away one. While they assume the flow of a node has
an opposite relation to the distance between the node and base station, in real sensor networks, the
flow usually depends on its routing algorithm. In particular, researchers have proposed many routing
algorithms to minimize the power consumption of either the entire system or each node, in a sense to
extend the lifetime as long as possible.

Considering these energy-aware algorithms, we can extend our work to perform the power analysis of
one node as a function of its flow by adjusting the environment automata. Roozbeh et al. [15] proposed
an e-optimal multi-hop routing technique such that given the network topology with a set of sources
and destinations, the optimal flow, with respect to load balance among nodes, can be calculated in a
centralized manner. They reduce the problem to the min-cost problem, and hence achieve polynomial
time complexity by solving linear programming.

Incorporating Roozbeh’s work, we can serve the optimal flow as the input configuration for each node,
and verify whether a given hardware configuration is sufficient to match the workload. In other words,
we aim to check whether all nodes have sufficient resources to support the calculated optimal flow. If the
answer is no, a counter example is generated to depict how a node fails even for this optimal balanced

flow, i.e., the possible best load distribution/the best lifetime of a node. On the other hand, since all



nodes are identical, the bottleneck of the flow can be identified easily. Instead of checking all nodes, we
may assert that once the node with the heaviest load can take the work, the system will not crash.

We summarize our ideas as below.

e Given a directed graph G = (V, E),S = (s,q,t)|s € V,q € N, we first calculate the e-optimal flow
f-

e Let foy = max{f(i)|i € V} denote the max flow into a node. Assume each node is implemented by
a C program P. We then generate the thread-context automata A which could be verified against

the risk property, ”the node is out of charge before finishing the workload.”

9 Discussion

Our main contribution is applying verification techniques to power analysis, such that we can handle
complex concurrent behaviors. The hurdle relies on how to apply thread-context reasoning and abstract-
check-refine paradigm to achieve precise power analysis of multi-thread programs.

When we look at C codes, once we find a counter-example but is infeasible in original codes, we
refine our abstract model by adding extra predicates such that we may exclude the infeasible path in the
refined model after tracking their values. As I mentioned, we might be struggling in the refinement cycle
, especially when we look at a detailed C program, e.g., the one generated by nesC compiler. We might
relieve the pain by further abstracting the program, e.g., enforcing the unwind depth of routines. But
it’s not clear what this means for the original program.

Another way is using the inherited hierarchical structure of nesC applications. This poses an attractive
abstract-check-refine paradigm. The abstraction of thread context(environment) can be done by mod-
elling the interface despite the inner behaviors. The refinement can be done by exploring one/more inner
level when the counter example is infeasible.

Looking at nesC codes also follows some advantages: 1) the patent of interactions between components
is clear, 2) applying counter-example guided refinement by hierarchical structure is new, and 3) applying
thread-context reasoning to sensor network systems is also new.

When starting at nesC codes, the analysis can be done: 1) generate energy profiles of predefined
components (Again, we can use emulators) 2) parse nesC codes 3) generate the main automata (target,
detailed to power model) 4) generate the context automata (environment, start at the highest hierarchy,
allow all possible results of inner behaviors, ignore power info, record the number of threads at each
location) 5) verify the property. If it is safe, then we are done. O.w., a counter-example is generated.
6) simulate the path in real programs. If the counter example is feasible, we are done . O.w., refine the

context. repeat 5,6 till the context overapproximate environment.

10 Conclusion

We propose a framework to proceed power analysis of multi-threaded programs, in which we extend

simulation-based power analysis to verification-based power analysis. While considering intractable in-



terleaving behaviors, our model poses an attractive way to analyze complex concurrent systems.
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