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Affected Systems (Both 32/64bit) 

ß  Remote Code Execution:  
Þ  Windows XP SP3 (all lang.) 

ß  Privilege Promotion 
Þ  Windows Server 2003 
Þ  Windows Server 2008 / 2008R2 
Þ  Windows Vista 
Þ  Windows 7



Key Point 

ß  File and printer sharing service 
Þ  à Open port 445 for microsoft-ds service 

ß  Loose Print Spooler Service Authentication 



Most known application 

ß  Worm Stuxnet (2010/6) 
Þ  “The ‘Best’ Malware ever ” 
Þ  Combination of  

Ý  MS10-046 (Link shortcut parsing) 
Ý  MS08-067 (RPC Calling Buffer Overflow) 
Ý  MS10-061 
Ý  Rootkit  

And others. 



Stuxnet 

ß  First worm that do little harms to personal 
system. 

ß  Targeted to Iran's nuclear facilities and 
Siemens’ SCADA(工業用資料採集系統) 







SO HOW DID IT WORK? 

NOW YOU KNOW  
A TINY CRACK OF AN EGG CAN EASILY DESTROY A FULL 

ONE.



Print Spooler Service 

ß  A system service that provide multiple 
printers to spool the queued documents. 

ß  Automatically started and essential 
Þ  Stop it and generally all the printers get down 







Concepts 

ß  Find a pre-shared printer 
ß  Send a “document” for printing 
ß  _YstartDocPrinter()handle the 

printing event and select output 
WITHOUT proper privilege checking 
 



DWORD StartDocPrinter( 
in HANDLE hPrinter,   
   //Printer handler

in DWORD Level,   
   //pDocInfo Structure Version, should be 1  

in LPBYTE pDocInfo  
   //Pointer to the document info structure

);



typedef struct _DOC_INFO_1 { 
LPTSTR pDocName;  

  //Document name to be printed

LPTSTR pOutputFile;  
  //Full path of the output document.  
  //NULL if output by printer

LPTSTR pDatatype;  
  //Data type of the document.

} DOC_INFO_1;



Concepts 
ß  Via the assignment of pOutputFile, a user could 

output  pOutputfile to the system. 

ß  Because of lack of _YstartDocPrinter() of 
privilege checking,  
 

ß  One with ANY PRIVILEGE  
can output ANY FILE  

to ANY directory. 

ß  Send crafted request to system path and execute à 
OWNED! 



Implementation 

ß  Using BT5 to send fake request 

ß  The “document” to send :  
PAYLOAD reverse_tcp 
Þ  To create a reverse TCP link back to host server 

for remote controlling 

ß  Directory to output : %SYSTEM% 
Þ  Default>> X:\WINDOWS\SYSTEM32 



Expected Result 

ß  Getting control to the victim with 
NT_AUTHORITY\SYSTEM privilege. 
(HIGHEST) 



Demonstration 

ß  Host:  
Backtrack 5 R3 
Þ  Linux 3.2.6 

ß  IP : 192.168.1.83/24 

ß  Victim : 
Microsoft Windows XP SP3 
Þ  Windows 5.1.2600.5512 

ß  IP : 192.168.1.85/24 



Patch? 

ß  Hotfix KB2347290 solved this vulnerability. 
ß  Windows 6.1 SP1 included 

ß  Now before output, two function is called : 
Þ  CheckLocalCall():  

Check if caller has local administrator privilege 
Þ  ValidateOutputFile(): 

Þ  To check if output creation is prohibited  



GO INSTALL PATCHES  
AND STAY UPDATED. 

YOU’RE NEVER BEING HEALTHY UNTIL IT’S FOUND.


