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References of system method calls (IDA Pro)
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-(QappDelegate applicationVVilTer
-(QApplelegate viewCortroller]
-(Qapplelegate window]
-[QApplelegate applicaticn ddfin
QAzplelegate dealoc]
[QAppDelegate satWindow ]
[QAppDelegate setVienwCornrcller )
J[EditRecord thouldAurcrotateTolnte
J[EditRecerd exitBinPressed.]
[[EditRecord resgnkeyboard ]
“[EdnRecord wew\Willappear ]
[EdnRecord keyboardDidShow]
-(EditRecord keyboardDidkide )
-{EditRecord textfield shouldChange
-{EditRecord textField ShouldRetum:)
-{EditRecord chooseMood)
-[EditRecord chooseHappy)
-[EditRecord chooselove]
-[EditRecord chooseSmile)
-[EditRecord chooseAngry]
[EditRecord chooseCry]
[EditRecerd chooseSad)
J[EdnRecerd chooseSeb)
J[EditRecord commectiondidRecervel
‘[EditRecord mitWithRegionandLoc
“[EdnRecord parserdidStantlement
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selfef_liftForbraggingAnination_ 0CO sel;
selfef_remouvenllaninmations DED sel_renouved

selRef_superview DCD sel_superview
selfef_napView DCD sel_mapliew

selRef_annotation DCO sel_annotation

R

selRef_image  DCO sel_image )

sP1Ref_size pCR sel_size

selRef_centerOffset DCD sel_centerDFfset
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selRef_center DCD sel_center
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Compiling file "C:\Frogrem Files (x24)\IDA Demo €.J)\idc\onload.idc'...

Executing functica 'Onloed'...
08 13 analysing the input file...

You may start to explore the izput file right zow.
Caz ner set debug privilege: DHEMNONTRINRERRIUEIDTETYS +
Can not set debeg privilege: DRENON TN ENCITIFIIERGIAUE -

hxr.cn 2.7.2 (Sefauls, Jun 12 3013, 13;03:”)7 (%sC vzxsoo 32 bit (!9:.1)]

JQ0ATA XREF

DATA XREF : [nDnnnuulﬁnuil-u !;ullu--.m-g.m:uilh!un
[ODAnnotationView touchesBegan:withEvent: |+ARir
“shadowl iFLWillStart _:context:*™

L ggingAnimation
[opAnnotationView touchesBegan:iwithiv
[PhAnnotationView touchesBegan:withEvent: ]"-ﬂfr'
“1iFtForbraggingAnination "
11Animations 4
DATA XREF: -[DDAnnotationView touchesBegan:withEud ‘1
[oDAnnotationView touchesBegan:withE wm:]ozmh'
“removenllninations™
DATA XREF: -[DDAnnotationView touchesEnded:withEw
-[(DpDAnnotationView touchesEnded:withEvent:]+10CTr
“superview”
DATA XREF: -[DDAnnotationView touchesCancelled:wi!
-[pDAnnotationView touchesCancelled:withEvent: ]+
“mapView”
DATA XREF: ~[DDAnnotationView touchesEnded:withitvw
[ODAnnotationView touchesEnded:withEvent: )« 1047y
“annotation”
DATA XREF: -[DDAnnotationView touchesEnded:withiv
[PDAnnotationView touchesEnded:withEvent :]-196?r
“image™
DATA XREF: -[DDAnnotationView touchesEnded:wlithEuve
-[PDAnnotationView touchesEnded:@withEvent :]~1ﬂ?h'
"size"

DATA XREF: -[DDAnnotationView touchesEnded:withEw
~[pDAnnotationView touchesEnded:withEvent: ]+15air
“centerOffFset™

DATA XREF: -[DDAnnotationView touchesEnded:withtv




Resolving the class name of system calls (IDA Pro)

b _290C y Lext:onononps

QappDlelegate applicaticeVVilRes & .

(QappDlelegate applicationOidErte ”

(QAppDelegate applicationVilEnts .

-(QappDelegate applicationDidbec

-(QAppDelegate application’VVilTer e

-(QAppDelegate viewCortroller]

(QApplelegate window] . text:oNaneacs

QAppDelegate applicaticn hdFin » text:ononoAcS
7| -QAppDelegate dealos) o text:onenasca

9 text:ononssce

QAppDelegate 1et\Window)
7] ‘QAppDelegate setViewCorroller )
J[EditRecerd thouldAcrcrotateTolnte
J[EdntRecord exitBinPressed.]
[[EditRecord resgnkeyboard ]
J[EdnRecord vew\WillAppear ]
(EdnRecord keyboardOvdShow) .
-[EdtRecord keyboardDidride )
-[EditRecord textfield shouldChange
-{EditRecord textFieldShouldRetumn:]
-[EditRecord chooseMood)
-[EditRecord chooseHappy)
-[EdntRecord chooselove]
-[EditReccrd chooseSmie)
-[EditRecord chooseAngry]
J[EditRecord chooseCry] .
J[EditRecord chooseSad] -
([EditRecerd chooseSab)] -
J[EdnRecord commection didRecervel
[[EditRecord mitWithRegon.andLoc
(EditRecord parser:didStantElement
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Compiling file "C:\Frogrem Files (x24)\IDA Demo €.J\idc\onlosd.idc'...
Executing functica 'Onload'...

10X L3 snalysing the input file...

You may start to explore the imput file right zow.

Caz net set debug privilege: DHEMEAPNIEMBRERNIEEIDTETRS -
Can not set debeg privilege: DRENSNRIOHN G NIEFIEEEGIAUE -
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_objc_nugSend

RY, =(selRef_liftforDraggingAnination_ - Gx6aC6)
R2, =(classhef_DDAnnotationView - Bx64CH)

RE, RO

R3, =(selRef_addanimation_forkey - Bx64CH)

Ri, PC ; selRef_liftForbraggingAnimation

k2, PC ; classhet Boapsotatienvics.
R3, PC ; selRef_addAnination_Forkey_

R1, [l“] ; "HiftForDraggingAnination
RO, [R2] ; _DBJC_CLASS_$_ODAnnotationUiew
R10, [R3] : "addAnimation:forkey:"

_objc_nsgSend

R3, =(cFstr_Ddpinanimation - Gx6AED)
R2, RO

RO, R8

R, RYD

R3, PC ; "DOPinAnimation”
_objc_nsgSend

R, =(classhef _UlView - Ox60F0)

RO, =(selRef_beginAninations_context - Bx64F2)
R3, w0

R2, =(cFstr_Ddshadowliftan - Ge6AFR)

RB, PC ; classRef_UIView

RO, PC ; selRef_beginAnimations_context
R10, «(selRef_pinShadow - Ox64FC)

R2, PC ; "DDShadouwliftAnimation™

R1, [RD] ; "beginfinimations:context:’

R10, PC ; selRef_pinShadow

RO, [R8] ; _DBJC_CLASS_S UlView
_oubjc_nugSend

RO, =(sellef_setAninmationDelegate_ - x06500)

0001AAES OD0OGAES: - [DOAnmotaticaView touchesBegan:withfvent:]+78




An example of the analysis result

[ classRef GAD GTMStringEncoding sel rfc4648Base64WebsafeStringEncoding]: 1
[ classRef NSURL sel setObject:forKey:]: 3

[ classRef NSString sel stringWithUTF8String:]: 16
[ classRef GADBrowserController 0 sel init]: 1
[ classRef NSCharacterSet sel linebreaksCharacterSet]: 4
[ classRef GADMNSURLConnectionFactory sel sharedFactory]: 3
[ classRef NSString sel isKindOfClass:]: 2

[ classRef NSDate sel dateWithYear:month:day:]: 13
[ classRef NSDictionary sel serializeArray:]: 2
[ classRef GADLocation sel class]: 1

[ classRef NSDateFormatter sel alloc]: 4

[ classRef GADImpressionTicketGestureRecognizer 0 sel touchesCancelled:withEvent:]: 1
[ classRef GADBrowserWebViewDelegate 0 sel init]: 1

[ classRef NSNull sel appendString:]: 2

[ classRef NSURLResponse sel alloc]: 2

[ classRef NSDictionary sel class]: 19

[ classRef NSDictionary sel addObject:]: 2



Characterizing Malicious Behaviors
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Behavior

Class

Method

Count

Event

Malicious
Patterns

EKEventStore

alloc
init
eventsMatchingPredicate
eventstore

predicateForEventsWithStartDateendDatecalendars

defaultCalendarForNewEvents
setEventstore

FTP

WRRequestUpload

NSData
NSString

alloc
setUsername
start
setHostname
setSentData
init
setDelegate
setPassword
release
setPath
dataWithContentsOfFile
stringWithFormat

Location

CLLocationManager

init
alloc
setManager

Screenshot

UlScreen

window
renderInContext
layer
view

URL

NSURLRequest
NSURL
NSURLConnection

requestWithURL
URLWithString
connectionWithRequestdelegate

ASIHTTP

NSURL
ASIHTTPRequest

NSInputStream

URLWithString
requestWithURL
startAsynchronous
setDelegate
close
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ldentifying Malicious Behaviors

Pattern
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classRef NSArray sel_eventsHatchingPredicate:p:|2 |

Class name & method name of sensitive function Times of such
function been called

Class & method count of Apps

— A —— —— — — — —— —

classRef FBPageFansSet sel stringWithFormat:]: 10

classRef FllLoadingOverlayView 0 sel initWithFrame:]: 1

clazsRef TTMessageController 0 sel initWithNibName:bundle:]: 1

classRef FliBazellebViewController 0 sel willdnimateRotationTolnterffaceOrientati]: |
classRef FBComposerTextView sel_initWithFrame:]: 1

classRef FBNotificationBar sel _initWithFrame:]: 1 :
clagsRef_TTURLCache sel_cachePathWithNane:create:]: 1 Go thrOUgh the file
c{assgeg_g?%r}aéyticslse{_shz]lretilnstance]: 41 looking for the same
clagsRef_UlWindow sel_class]: -

clagsRef _NSMutableArray sel_allKeys]: 2 name with larger
clagsRef_FBTableLauncherNavigationBar sel_alloc]: 2 count

classRef TTStyledInline sel_alloc]: 2
classRef FBPhoto sel photoWithPID:]: 7



